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ABSTRACT
The need for sufficient clinical evidence and the collection of real-world evidence (RWE)
is at the forefront of medical device and drug regulations, however, the collection of
clinical data can be a time consuming and costly process. The advancement of Digital
Health Technologies (DHTs) is transforming the way health data can be collected,
analysed, and shared, presenting an opportunity for the implementation of DHTs in
clinical research to aid with obtaining clinical evidence, particularly RWE. DHTs can
provide a more efficient and timely way of collecting numerous types of clinical
data (e.g., physiological, and behavioural data) and can be beneficial with regards to
participant recruitment, data management and cost reduction. Recent guidelines and
regulations on the use of RWE within regulatory decision-making processes opens
the door for the wider implementation of DHTs. However, challenges and concerns
remain regarding the use of DHT (such as data security and privacy). Nevertheless,
the implementation of DHT in clinical research presents a promising opportunity for
providing meaningful and patient-centred data to aid with regulatory decisions.
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1. THE NEED FOR CLINICAL DATA/
EVIDENCE
Clinical data refers to data collected on humans to assess
the safety and performance of a medicine, treatment,
or device. In the medical device industry, the European
Medical Device Regulation (EU MDR 2017/745) defines
clinical data as, “information concerning safety or
performance that is generated from the use of a device”
[1]. According to the US Food and Drug Administration
(FDA), clinical study data includes patient demographic
information, details of any medical treatment received,
and a description of the patient’s medical progress, as
well as any other relevant information [2]. Moreover,
the clinical data definition according to IMDRF1 MDCE
WG/N55 FINAL:2019 (formerly GHTF/SG5/N1R8:2007),
introduces ‘effectiveness’ as a source of information to
substantiate clinical data: “safety, clinical performance
and/or effectiveness information that is generated from
the clinical use of a medical device”.
Clinical data is an essential element in determining
the benefit-risk profile of a device in the EU under EU MDR
2017/745, and ultimately, whether the device conforms
to the relevant regulatory requirements and can be
placed on the market. Clinical data provides information
on potential risks associated with the device, which may
result from device malfunctions, foreseeable off-label
use, biological hazards etc (see Figure 1). These risks feed
into the manufacturer’s risk management processes,

Figure 1 Lifecycle and collection of clinical data.
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with the aim of reducing them as far as possible without
adversely affecting the benefit-risk ratio of the device
(in accordance with risk management ISO 14971:2019)
[1]. Additionally, clinical data is used to support the
performance endpoints of a device and to substantiate
the intended clinical benefit [1]. For example, a device
that intends to measure blood-glucose levels with the
intended clinical benefit of reducing the number of
hypoglycaemic events will need clinical data to support
the provision of accurate and precise measurements of
blood-glucose levels in the intended population(s).
Clinical data can be collected at all stages of the
lifecycle of a medical device, from pre-market clinical
investigations (CIs) to post-market surveillance (PMS) of
real-world usage of the device [1] as depicted in Figure 1.
As such, it is not only used to establish the safety and
performance of a device before market-release, but also
to establish potential new and emerging risks once on
the market. This is achieved through the continuous
monitoring and collection of real-world safety and
performance data [1].

1.1. CLINICAL DATA COLLECTION
Collection of high-quality clinical data is vital in
clinical research and evidence collection. To this end,
identification of clinical research gaps from all involved
stakeholders is required, and the entire processes of
data collection must be thoroughly discussed in the
related Standard Operating Procedures [3]. Additionally,
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sponsors are obliged to monitor (either on-site or
remotely) all research activities, including clinical data
collection [4]. For example, on-site or remote monitoring
should evaluate and identify potential data collection
errors, compliance with protocols, completeness of
collected data, unusual data distribution, and review of
data collection in real-time (data supervision) [4].
Potential clinical data collection sources may
include (but are not limited to) clinical trials (CTs),
clinical investigations (CIs), electronic health records/
medical records, administrative data (e.g., hospital
records, pharmaceutical prescriptions), health and postmarket clinical follow-up surveys, and patient registries
[5–9] (See Figure 2). The MDR introduces post-market
surveillance (PMS), and in particular, post-market clinical
follow-up (PMCF) as a clinical data source [1]. Clinical
data analysed and reported at a PMCF level are part of
a continuous process that updates the clinical evidence
substantiated in the clinical evaluation report (according
to EU MDR 2017/745 [1]). This requirement for continuous
monitoring and collection of safety and performance
data is fulfilled by the collection of real-world data
(RWD) [10]. RWD, according to the FDA Framework for
Real-World Evidence Program, is the routinely collected
data relating to patient health status and/or the delivery
of health care, and is applicable to medical products
in general (not just medical devices) [11]. Real world
evidence (RWE) is the result of the analysis of RWD and
provides evidence on the performance and the potential
benefits or risks of the product during real-world use.
The type of data to be collected will determine the
methods and processes used for data collection and data
analysis. Paper-based, as well as electronic and hybrid
methods (combination of paper-based and electronic
means), are the most common methods used for data
collection activities [8, 12]. Depending on the design of
the clinical study and the related endpoints, clinical data
are generated and/or collected by the investigator(s),

Figure 2 Sources of clinical data collection.
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research staff, and/or participants/patients [13].
Clinical research studies (CTs and CIs included) must
be conducted in accordance with appropriate scientific
principles, good manufacturing practices (GMP), and
ethical considerations (Helsinki declaration, good
clinical practice (GCP)) to ensure that meaningful data is
generated [1, 14–16]. From the early stages of participant/
patient recruitment to the final stages of data analysis
and reporting, clinical data management (CDM) plays a
vital role in data handling by monitoring and ensuring
compliance with regulations and standards [13, 17, 18].
CDM processes are essential for the design of all clinical
data collection steps, providing an “error-free, valid, and
statistically sound” data collection agenda [17].
The process of clinical data collection from CTs/
CIs can be both time-consuming and costly and can
therefore hinder the development of new health-related
innovations [19]. Costs can arise both internally from
the sponsor and externally from participant/patient
recruitment, data management and monitoring, and
regulatory planning and fees, to name a few [19, 20].
Clinical data collection in drug development studies
is a great example of cost inefficiency, as multiple
factors (e.g., variation of drug type, regulatory policies,
therapies, manufacturer’s company size) create ongoing
and substantial study costs [19, 21–23]. An overview of
the elements involved in clinical data collection and the
associated costs is shown in Figure 3.

1.2. SUFFICIENT CLINICAL EVIDENCE AND
REAL-WORLD EVIDENCE (RWE)
Sufficient clinical evidence refers to the “amount and
quality of the clinical data and the clinical evaluation
results which allow a qualified assessment of whether
the device is safe and achieves the intended clinical
benefits when used as intended by the manufacturer”
[24]. Sufficient clinical evidence is required to evaluate
potential (new) risks associated with the device under
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Figure 3 Elements of data collection and associated costs in clinical research. Based on information from [17, 19].

normal conditions of use, as well as to identify and
substantiate the device’s clinical benefit (i.e., the positive
impact of a device on the health of an individual or the
public [1]). Sufficient clinical evidence is necessary to
support a positive benefit-risk profile of a device.
One of the major challenges for manufacturers under
the EU MDR is to be able to provide sufficient clinical
evidence to support conformity with the General Safety
and Performance Requirements (GSPRs). This is due to
the more strict criteria for what constitutes an acceptable
source of clinical data (i.e. some sources previously
accepted under MDD are no longer accepted under
MDR), the up-classification of devices (e.g. stand-alone
software can now potentially be categorized as a Class III
medical device [25]) and the strict requirements around
equivalent devices. For example, for a manufacturer
to claim equivalence, the device in question needs not
only to meet requirements for similarity on technical,
biological and clinical characteristics to the device to
which they are claiming equivalence, but they must also
be able to prove that they have sufficient levels of access
to the reference device’s technical documentation [1].
One of the sources of clinical data, as suggested in
the MDR, is from the real-world use of the device (clinical
experience). Although MDR doesn’t use the term ‘real-

world data’ (RWD) or ‘real-world evidence’ (RWE), RWD
appears as a term in MDCG 2020–6 [10]. The term RWE
has been used more recently by the FDA, such as in the
2017 FDA guidance on “Use of Real-World Evidence to
Support Regulatory Decision-Making for Medical Devices”
[26], and the 2018 “Framework for FDA’s Real-World
Evidence Program” [11]. Based on this, we use the term
RWE. Sources of RWE can be seen in Figure 4.
Collection of RWE can be particularly useful to
substantiate the continued acceptability of the benefitrisk profile throughout the lifetime of a medical device. For
example, under the EU MDR there is a strict requirement
to conduct a post-market clinical follow-up (PMCF)
(e.g. with the collection of RWE) in order to proactively
monitor, collect and analyse performance and safety
of a device throughout its entire lifetime, regardless of
device class, legacy and technology [1].
In the USA, medical devices are regulated by the
FDA based on the Medical Device Amendment of 1976
[27]. The vast majority of submissions are via the 510(k)
pathway, with an average of 2,982 510(k) approvals
between 2015–2020, compared to only 38 via Pre Market
Approvals (PMA) [28]. The difference is indicative of the
requirements of the two regulatory pathways; whereas
a 510(k) submission is based mainly on substantial
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Figure 4 Examples of sources of RWE. Based on information from [1], [31] and [24].

equivalence of an already marketed device, with minimal
additional pre-market clinical data generated for the
target device, the PMA pathway is based on the generation
of clinical data through clinal investigations. Although
clinical data on the device in scope is rarely requested by
the FDA for 510(k) submissions [29], the need for devicespecific clinical data arises from PMS requirements, which
dictate the monitoring and collection of RWE on the
safety and performance of the device (Class I devices are
exempt from this requirement) [30].
The collection of RWE has become of greater focus
under the FDA due to the FDA RWE program. Within the
drug sector, the FDA’s RWE program aims to optimize
the use of RWE for regulatory decisions, specifically the
use of RWE to support drug effectiveness and approval
of a new indication for an already approved drug, or
to support post-approval study requirements [11]. In
particular, the program aims to evaluate the use of RWE
for supporting labelling changes on drug effectiveness,
adding/modifying an indication, or changing dose/
regimen/administration, amongst others [11]. Although
the RWE program is currently focused on drugs, recent
guidance from the FDA on the use of RWE to support
with regulatory decision-making within the medical
devices sector has also been made available [26]. For
example, the FDA proposes that RWE may be able to

provide information on a broader patient population
compared to a clinical trial or investigation, and has
potential implications for reimbursement decisions
[26]. As such, the collection of clinical data, particularly
RWE, is at the forefront of medical device and drug
regulations.

2. AIM OF THIS ARTICLE
One way to aid with the need for collecting sufficient
clinical data, particularly RWE, is through the use of digital
health technologies (DHTs). DHTs can provide a more
efficient and timely way of collecting numerous types
of clinical data (e.g., physiological and behavioural data)
and can also be beneficial with regards to participant
recruitment, data management (e.g., data captured
through DHTs can be sent directly to investigators and
sponsors) and cost reduction (e.g., reduction in the
burden and costs of traveling for monitoring staff and/
or participants) [32]. This article aims to highlight the
value of DHTs in aiding with the collection of clinical
data (particularly RWE). In addition, we discuss the
considerations and challenges with regards to selecting
and implementing DHTs in clinical research and outline
the current guidelines and regulations that support this.

6
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3. DIGITAL HEALTH TECHNOLOGY
(DHT) IN CLINICAL RESEARCH
Digital health technology (DHT) includes a broad range
of technologies, such as smartphone applications,
wearables, ingestibles, implantable, cloud-based
solutions, and other mobile platforms with sensors. The
World Health Organisation (WHO) taxonomy of DHTs
categorizes DHTs by the ways in which they can be used
to support health care, and includes four overarching
categories based upon the primary user: interventions
for clients, interventions for healthcare providers,
interventions for health system or resources managers,
and interventions for data services [33].
In the last few years, rapidly expanding technology has
enabled more powerful algorithms (software) to translate
data detected by sensors (hardware) into clinically useful
endpoints (health outcomes). An accelerometer, for
example, might be included in wearable technology, and

various algorithms can be used on the data to generate
estimates of total sleep time, steps per day, and other
endpoints that provide relevant data on health outcomes
(such increased activity). Additionally, DHTs can be
utilized to create new endpoints as well as digitizing
existing ones. Real-time data capture and analytics, as
well as the ability to capture day-to-day variability by
collecting data continuously, are some of the potential
benefits of DHTs [34].
The FDA’s recently published draft guidance on
“Digital Health Technologies for Remote Data Acquisition
in Clinical Investigations” defines DHT as “a system that
uses computing platforms, connectivity, software, and/or
sensors, for healthcare and related uses” [32]. DHTs often
contain sensor hardware that can capture physiological
and/or behavioural data (e.g., blood pressure or physical
activity). This data may be translated into useful endpoints
(e.g., hypertensive event) that are of interest to clinical
research. Table 1 provides some examples of different

CLINICAL FIELD/
CONDITION

TYPE OF DHT

FUNCTION/ DATA OBTAINED

Allergic rhinitis

Smartphone/tablet/laptop with Allergy monitor app
(see [77] for more details)

Questionnaire that records symptoms (eyes, nose, lungs),
recording of medication intake, adherence to sublingual
immunotherapy and any side effects. Data presented in
graphs to show evolution of symptoms over time

Anxiety disorders

Virtual reality headset that projects a feared virtual
environment/ stimulus (see [78] for more details)

Enables virtual reality exposure therapy (technologymediated form of exposure therapy)

Cardiovascular
disease

SMART-TRIAL Electronic Case Report Form (eCRF)
with API (data input and export from a study)[37]

Platform used to collect and manage data from Cardiologs
Holter platform (heart arrhythmia diagnostic software)

Central Nervous
System Disorders

Smartphone/wearable device as part of the Remote
Assessment of Disease and Relapse in Central Nervous
System Disorders (RADAR-CNS) project (see [79])

Helps patients to continuously monitor moods and behaviours,
symptoms, and daily function, to enable assessment and
monitoring of changes in disease state over time.

Chronic obstructive
pulmonary disease

Smartphone/tablet/laptop with Telehealth app (see
[80] for more details)

Enables patients to self-manage their condition by
monitoring of activity and symptoms, medication reminders
etc

Diabetes

Smartphone/wearable sensor that serves as a
hypoglycaemia alarm (see [81] for more details)

Detection of alterations in heart rate, electrocardiogram
patterns, pulse-wave patterns, electroencephalogram
patterns, galvanic skin response, skin temperature, and
breath volatile organic compounds

Inflammatory
bowel disease

Smartphone/tablet/laptop with Health PROMISE
app (see [82] for more details)

Provides a representation of disease activity and QoL over
time, tracking of vaccines, screenings, etc., patient access to
current plan and ability to message care team

Kidney disease

Smartphone/tablet/laptop with Telehealth app (see
[83] for more details)

Allows the patient to be seen/assessed remotely (via video)
by the clinician

Neurological
disease

Smartphone/wearable sensor with inertial
measurement units to detect Parkinson’s disease
symptoms (see [84] for more details)

Detection of tremor, motion fluctuations, gait freezing or
impairments, limb motion, instabilities, stiffness etc

Oncology

Virtual reality computer games for paediatric
patients (see [85] for more details)

Enables therapeutic play to reduce depressive symptoms

Orthopaedics

Virtual reality headset that projects patient-specific
programs for rehab (see [86] for more details)

Enables surgeons and physical therapists to remotely deliver
and monitor physical therapy programs that the patient can
perform at home.

Rheumatoid
arthritis

AI/ML (ML is a type of AI that learns from data as
opposed to being programmed to follow rules) (see
[87] for more details)

AI/ML model that uses data on demographic and clinicalrelated variables to predict all-cause mortality

Table 1 Examples of DHT devices in various medical fields.

Lewis et al. International Journal of Digital Health DOI: 10.29337/ijdh.49

types of DHT devices that can be used in various clinical
conditions. Cardiovascular disease (CVD), in particular,
has been at the forefront of DHT advancements, and
includes eHealth and mHealth therapies, as well as
developing tools like big data analytics, AI, and machine
learning [35]. When compared to usual care, a systematic
review and meta-analysis of 51 articles found that DHT
significantly reduced CVD, with accompanying reductions
in weight and body mass index [36].
Software applications can also be classed as DHTs, such
as software used to administer electronic data collection
or applications that support triage decisions [32]. An
example of this is SMART-TRIAL by Greenlight Guru, which
is an Electronic Data Capture (EDC) platform that aids with
clinical data collection for PMCFs and CIs. The platform
has multiple uses, including aiding with extracting and
managing data from other connected devices or software.
For instance, the SMART-TRIAL platform has been
used to directly transfer data from a heart arrhythmia
diagnostic software (Cardiologs, by Philips) to enable
validation of the Cardiologs algorithm [37]. The SMARTTRIAL EDC platform offers a unique and modern open
Application Programming Interface (API) which can be
used by DHTs and connected devices. Few EDC platforms
support integration of continuous data through modern
API interfaces like SMART-TRIAL. This is largely due to 1)
continuous data can take up a lot of data storage space,
which can be costly for vendors and 2) continuous data
structure can vary in origin, type, and format, which
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requires a flexible API in order to support various DHTs
and connected devices in modern clinical activities. The
use of platforms/databases as tools to support other DHTs
and/or clinical data collection is becoming increasingly
common and can aid with reducing the time needed for
clinical data collection and management [38].
Across the EU and US, recent initiates for DHT have been
implemented (see Figure 5). Within the EU, an effort is
being made to enhance the availability of DHTs to citizens.
The European Commissions’ 2018 communication on
the transformation of digital health and care [39] aims
to address three key areas: 1) the secure access to and
sharing of data; 2) a shared European data infrastructure
to allow faster and efficient sharing of health data for
research and diagnosis and, 3) the strengthening of
citizen empowerment to enable citizens to take a greater
role in the management of their own health [39].
In the US, both private and federal investment into
digital health care (i.e. health care supported by DHTs),
such as the Health Information Technology for Economic
and Clinical Health (HITECH) Act of 2009, is promoting the
use of health information technology, such as electronic
health record (EHR) systems [40]. More recently, the FDA
created the Digital Health Center of Excellence, which
aims to “Empower stakeholders to advance health care
by fostering responsible and high-quality digital health
innovation” [41]. The Clinical Trials Transformation
Initiative (CTTI), a public-private collaboration created
by Duke University and the FDA, has released four sets

Figure 5 Timeline of EU and US initiatives for implementation of digital health technology.
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of guidelines and tools aimed at enhancing clinical trial
quality and efficiency by using DHTs. The development
of innovative endpoints, the design and execution of
decentralized trials, the use of mobile technologies in
clinical trials, and the optimization of mobile clinical
trials through involving patients and sites are among
the topics discussed. Investigators should conduct small
feasibility/pilot studies before starting a clinical trial,
with the overall goal of reducing risk by assessing sensor
accuracy, developing and/or validating algorithms and
optimizing data quality [34].

3.1. VALUE OF DHT IN CLINICAL RESEARCH
There are numerous beneficial uses of DHT in clinical
research. In 2016, a think-tank involving various
stakeholders (academia, industry, and regulatory bodies)

8

identified numerous potential uses of DHT that span the
entire process of a clinical study, from fundraising and
recruitment to data management (see Figure 6) [42].
DHTs can aid substantially with the recruitment
process, leading to a reduction in costs and reduced
timeframes [42–44]. Challenges with recruitment include
costs of advertising, lack of enrolment and difficult-toreach populations (e.g. rare medical conditions) [43].
Evidence suggests that social media platforms can help
researchers reach segments of the population that may
otherwise be difficult to access, or to identify participants
from their desired demographic and eligibility criteria
[43]. Additionally, the use of DHT makes participation
easier by removing potential issues such as travel, time
restraints and access to the investigation site, as data can
be collected remotely through a device or application [32,

Figure 6 Potential uses of DHT throughout the clinical study process. Adapted from [42].

Lewis et al. International Journal of Digital Health DOI: 10.29337/ijdh.49

42]. This can aid with recruitment, as shown by a recent
survey that found participants preferred a mobile study
compared to a conventional one due to negating the
need to travel (amongst other reasons) [45]. Furthermore,
evidence suggests that a significant proportion of patients
face substantial travel burdens with regards to cost and
distance when taking part in clinical trials [46].
Recently, DHTs have also been used to gain informed
consent from participants, for example via apps and
video [42]. The idea behind these methods is to make
the consent procedure easier to understand so that
participants are fully aware of the potential risks and
benefits involved. However further development is
needed to prevent potential issues with competency,
identity (i.e., ensuring the participant is the one giving
the consent) and consenting without actually reading
the information (i.e. ticking the relevant boxes but not
reading the information) [42].
The use of DHTs enables the remote collection of
data, which not only aids with recruitment (as previously
discussed) but also allows for continuous and more
frequent data collection (e.g., during daily activity and
even sleep) and from numerous environments (e.g.,
at home, work, outdoors) [32, 44]. Costs related to the
investigational site will also be removed/reduced, as a
physical investigational site may not be needed if all data
can be collected remotely. More frequent data collection
with increased participation means that potentially the
duration of clinical studies can be reduced, as the required
data can be collected over shorter periods of time.
This reduction in duration may in turn lead to reduced
costs, as the shorter the investigation the less operating
costs involved. However, whether shorter durations are
appropriate is entirely dependent upon the purpose of
the clinical study, as if the aim is to assess the safety and
performance of a device over a specific time-period, then
the length of the clinical study cannot be reduced.
Another potential benefit of DHTs is that they enable
the collection of data from novel endpoints and from
participants that would otherwise not normally be able
to provide data [32, 42]. For example, wearable devices
can collect physiological data (such as heart rate) from
pre-verbal infants and from those that may struggle to
communicate or are cognitively impaired (subject to
ethical considerations, such as informed consent) [32].
This is particularly useful for devices that are intended
to be used in these types of populations, as it provides
external validity to the findings. It’s also possible to use
multiple DHTs to collect a range of information, including
clinical, physiological, psychological, behavioural, and
functional data [32]. This data may provide information
on endpoints that traditionally are not captured. For
example, a think-tank from 2016 [42] identified a clinical
trial called the NEATHFpEF (Nitrate’s Effect on Activity
Tolerance in Heart Failure With Preserved Ejection
Fraction) which evaluated patients with heart failure when
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using a 6-week dose-escalation regimen of isosorbide
mononitrate or a placebo [47]. Daily activity level was the
primary endpoint, as measured by an activity monitor,
and was found to be lower in the interventional group
compared to the placebo. However, when activity was
measured using the more traditional 6-min walking
distance, no significant difference was found, suggesting
that the endpoint obtained via the DHT (activity monitor)
was more sensitive than that of the more traditional one
[47]. As such, endpoints that can be collected from DHTs
may provide additional, and even superior, data when
used alongside more conventional endpoints [42].
Regarding data management, all data captured
from DHTs can be transmitted directly to the relevant
authorized party (e.g., investigators, sponsors etc),
making a more efficient way of sharing data. This can
also be done in a way that keeps all parties involved
blinded/masked to the clinical study conditions [32]. This
is important to ensure potential bias is minimized when
interpreting the data (e.g., interpreting data in a more
favourable way for the device under investigation). Data
can also be shared directly with the participants, which
may keep patients engaged and motivated in the study,
particularly as recent research indicates that access to
data is something that participants want [45].
As such, there are numerous beneficial uses for DHT
within clinical research, that ultimately will aid with reducing
the time and costs involved in clinical studies, whilst also
removing potential barriers to participant participation.

3.2. CONSIDERATIONS AND CHALLENGES FOR
SELECTING AND USING DHT IN CLINICAL
RESEARCH
As previously outlined, there are numerous types of DHTs
that can be used to aid with the collection of clinical data,
from software to hardware and combination devices. The
choice of DHT will mostly depend on the characteristics of
the clinical study to be conducted. In particular, the clinical
characteristics of the disease/condition of interest, the
population and the design of the clinical study will influence
which DHT to use [32]. For example, a clinical study that
aims to assess the performance of a biopsy needle in
paediatrics will need a DHT (e.g., digital microscopy) that
is able to measure the appropriate endpoints of biopsy
procedures (such as quality of specimen) in a paediatric
population (which may entail a different DHT for use in
an adult population). In some cases, it may be that a
participant can use their own DHT (e.g., a commercial
activity tracker) and/or general-purpose computing
platform (e.g., mobile phone) to collect relevant data. The
benefit of this is that the participant is already using the
device and is familiar with how to use it and, as such, are
more likely to use it consistently and correctly. However,
they may not be appropriate for clinical studies that
require highly specialized or customized measurements
[32], moreover, the data collected from different devices
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may not be comparable [48]. For example, a recent survey
conducted with academic, government, regulatory, and
health care experts with experience with RWE raised
concerns about the credibility, accuracy and reliability of
algorithms that are not clinically tested [48]. Furthermore,
algorithms that differ across vendors may not produce
data that is comparable (i.e. algorithms across devices
may measure endpoints differently) [48].
Regardless of the choice of DHT, all DHTs must be fitfor-purpose, that is, they should have sufficient validation
and verification to support their use and interpretability
of the data they collect [32, 49]. Verification is needed
to ensure the DHT accurately measures what it intends
to measure, whereas validation is needed to ensure it
assesses the clinical event/characteristic in the proposed
population [49]. All DHTs should be able to yield accurate,
consistent results and be reliable over time [50].

Design
Specifications

•
•
•
•
•
•
•
•

Intended
Population

•

Endpoints

•

•

•
•
Risks

•
•
•

Environmental
factors

•

Privacy
and data
protection

•

Costs

•
•
•

•

•
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As well as being fit-for-purpose, an ideal DHT should
consider various additional elements, such as design
features, intended population, and risks. For example,
the Clinical Trials Transformation Initiative (CTTI) have
developed a framework of elements to consider when
selecting mobile health technology [49], which includes
measurement performance, data access, and human
factor specifications, amongst others [49]. Table 2
provides an overview of various elements that should be
considered when selecting the most appropriate DHT.
With regards to design and population considerations,
usability studies can be used to obtain feedback on ease
of use from populations similar to the intended population
and subsequently be used to improve the design of the DHT
and/or ensure that the most suitable DHT is used for the
intended population [32]. Additionally, feasibility studies
can investigate the tolerability of the DHT with the intended

The ease of use may influence participant recruitment and whether they use the DHT for the duration of the clinical
study and in the correct way (e.g. wearable devices should consider comfort and practicality)
Power needs (e.g. battery life) may influence how often/much data can be captured and a participants willingness
to use the device
Operational specifications (e.g., data storage capacity, frequency of data transmission, connectivity, processing
time) need to minimize the loss of data.
Alerts (e.g., low battery, low storage) can prevent loss of data.
Ratio of sensitivity vs noise should be considered (i.e. number of false positives that are acceptable in order to ensure
data is not missed).
Ratio of frequency of data collection vs detail should be considered due to storage/analysis capabilities (i.e., should
data collection be frequent with limited detail, or less often but capturing greater detail).
Underlying IT infrastructure, whether it support integration of data out-of-the box, or whether it requires further
development and validation before use in a clinical setting
Does the central data repository support continuous data structure, such as continuous measurement data? Is there
enough data storage space available?
The intended population in which the clinical investigation trial will be conducted on needs to be able to use the DHT
(e.g. visually impaired may need voice-operated devices).
Consideration as to whether the intended population may be more vulnerable to adverse events/risks than a typical
and healthy population.
The endpoints to be measured need to be both clinically relevant and adequately captured by the DHT – endpoint
selection should be informed by relevant literature/research to ensure that the most important concepts are being
measured
Endpoints should be suitable for statistical analysis (scoring criteria needs to be established)
Endpoints should be clearly defined
Any potential injury risks posed by the DHT should be evaluated (e.g., wrist band occluding blood supply, skin
irritation).
The risk of erroneous measurements that may result in excessive, deficient, or inappropriate treatment should be
evaluated
Potential cybersecurity risks that could affect the functionality of the DHT and/or compromise patient privacy should
be evaluated
The environmental in which the DHT is intended to be used may affect performance (accuracy and precision) of the
device (e.g, temperature, water). Plans need to be in place for how to address missing data.
An adequate network connection may be needed to transmit data
Data management (collection, storage, transmission, access, and archiving) needs to comply to relevant privacy and
data protection requirements.
Who has access to the data and the extent of access must be considered (e.g. access to raw data, processed data,
algorithms etc), and must be detailed in the participant informed consent.
Cost of each DHT unit and any potential maintenance/repairs
Costs of training researchers and participants to use the DHT
Management and support costs associated with using the DHT

Table 2 Considerations for selecting an appropriate DHT.
Based on information from [32, 42, 44, 49–51].

Lewis et al. International Journal of Digital Health DOI: 10.29337/ijdh.49

population, which in turn will affect the willingness of the
participant to use the DHT for the intended duration [49].
For DHTs that are wearable, mobile or contain biosensors,
specific issues regarding technological literacy, anxiety
regarding the tracking of data and retention issues over
the long-term require additional consideration [44, 51]. For
example, evidence suggests that there is an educational,
wealth and age division with regards to the use of digital
technology, with younger, wealthier, and higher educated
individuals more likely to use digital technologies [44, 52].
This may result in the exclusion of specific sub-populations,
causing population bias and loss of data from potentially
relevant participants [44].
A key aspect that must be considered for all DHTs is the
ability to provide meaningful data that can be statistically
analysed. This can be a challenge if a DHT is able to collect
a large amount of various behavioural and physiological
data. To this end, Taylor et al (2020) [53] have developed
a framework for the development of digital endpoints
based on measurements from DHTs. They propose two
types of endpoints: data-centric endpoints and patientcentric endpoints. Data-centric endpoints are intended
to measure the outcome of interest (e.g., disease
progression), whereas patient-centric endpoints measure
how the patient feels/is functioning. The framework for
both types of endpoints is built upon ensuring statistical
robustness and validity to ensure that meaningful data
is measured (see [53] for details). Likewise, the Digital
Medicine Society (DiMe) have also developed a framework
to help with the development and selection of digital
endpoints [54]. For example, they provide guidance on
developing meaningful and measurable endpoints using
a three-step approach: 1) Meaningful Aspect of Health
(MAH), 2) Concept of Interest (COI), and 3) Outcome to
be measured. An example provided is that of Parkinson’s
disease, in which MAH may be defined as the ability to
walk, COI as an activity (e.g., walking ability) and the
Outcome to be measured as the number of walking bouts
per day. The endpoint would be the percentage of patients
that had an increase in walking bouts from baseline [54].
Importantly, as with any medical device, potential risks
to the patient/user using the DHT must be considered. The
FDA emphasizes that DHT-related risks need to be reviewed
in conjunction with risk management planning and to
address any potential problems that may occur when using
the DHT, and furthermore, address how these problems
may be managed/resolved [32]. Potential risks may be
in relation to physical properties of the device (e.g., the
material may cause injury/irritation) or to erroneous data
(e.g., inflated readings). For instance, a DHT that measures
glucose levels has the potential to give inaccurate readings,
leading to the potential risk of hypoglycaemia events or
inappropriate treatment. Other potential risks include
breach of data, which is one of the biggest concerns
surrounding DHT. Recent data hacking scandals have
highlighted the issues with keeping data secure (see [42]
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for an overview) and as such, DHTs need to be able to
protect patient’s data from cybersecurity threats.
Lastly, the costs of using the DHT should be assessed,
which include not only the unit cost of the DHT (plus
surplus devices in case of malfunctions), but training
of both researchers and participants on how to use the
device correctly [32, 51]. Appropriate training for both
research personnel and participants on how to use the
DHT is needed, as without a clear understanding of how
to use the device, inaccurate data may be collected.
Participants should also understand exactly what data will
be collected and the relevant privacy and data protection
processes that are in place and provide consent for the
collection and analysis of their data. In addition, a plan
should be in place to provide technical assistance when
necessary to avoid data loss/error [32, 51].
To help address these practical considerations and
challenges, various guidelines and regulations concerning
the use of DHTs have recently been published. For
example, the CTTI has published recommendations and
various resources for those that wish to conduct digital
health trials, with resources dedicated to developing
novel endpoints that accurately reflect meaningful
outcomes to patients [55] and testing a DHT via feasibility,
verification and validation processes [56], amongst
others. An overview of the current regulatory frameworks
and guidelines surrounding DHT are presented below.

3.3. CURRENT REGULATORY FRAMEWORKS
AND GUIDELINES
3.3.1. DHT guidelines and frameworks
The most recent guidance to be published on DHT is the
FDA draft guidance on “Digital Health Technologies for
Remote Data Acquisition in Clinical Investigations” [32].
This draft guidance provides recommendations for all
relevant stakeholders about the potential use of DHTs
for the remote collection of clinical data. The guidance
covers the benefits of using DHT (as discussed in Section
3.1) as well as all aspects that should be considered,
such as technology selection, potential risks, and how
to choose an appropriate DHT (as discussed in Section
3.2) [32]. Furthermore, examples of different types of
DHT and their uses in different scenarios are provided,
along with an example of how to select a DHT for use in a
clinical investigation [32]. As such, the guidance provides
a comprehensive approach for stakeholders to assess the
value that DHT can bring to data collection in CIs and the
processes and considerations required to implement DHT.
In addition, the guidance touches upon the use of
DHTS as Drug Development Tools (DDT) or Medical Device
Development Tools (MDDT) [32]. In the US, manufacturers
can chose to get their DHTs qualified as a DDT or MDDT
for use in a specific context [32]. Qualified DHTs can then
be used in multiple CIs with the same context of use
(without needing to go through qualification each time),
to support premarket submissions of drugs or medical
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devices (DDT or MDDR, respectively) [32]. Of further note
is that some DHTs themselves may qualify as a medical
device under the FDA definition (section 201(h) of the
FD&C Act) [32]. Although the guidance does not cover
whether a DHT meets the definition of a medical device,
it does note that medical devices that are intended to be
used in CIs are exempt from most of the requirements,
provided that the CI itself complies with applicable
requirements under 21 CFR part 812 [32].
Other FDA guidance of relevance to the use of
DHT in CIs includes the Computerized Systems used
in Clinical Investigations [57], the draft guidance on
Electronic Records and Electronic Signatures in Clinical
Investigations [58] and the Electronic Source Data in
Clinical Investigations [59]. For example, the later aims
to help with ensuring reliability, quality, integrity, and
traceability of electronic source data that is captured and
submitted into an electronic case report form (eCRF) [59].
This electronic source data may come from a DHT and
can be directly transmitted to the eCRF.
Within Europe, the process of incorporating DHTs in RW
clinical data acquisition is less advanced [60]. Although the
use of DHTs has been considered a strategic EU health priority
already since 2012 [61], there is currently no harmonised
regulatory framework for use of DHTs in clinical research.
Furthermore, the EU Clinical Trials Regulation (EU 536/2014)
does not provide any provision for clinical data acquisition
via DHTs. In a recent Reflection paper by the European
Federation of Pharmaceutical Industries and Associations
(EFPIA), it is recognised that a manufacturer/sponsor will
need to navigate through complex regulatory pathways in
order to use DHTs in clinical development or as a combination
product with (investigational) medicinal products [62]. In this
Reflection paper, EFPIA suggests a number of initiatives to
support the routine use of DHTs, which are expected to “help
to improve patient care” [62]. Additionally, the European
Commission is planning the establishment of a European
Health Data Space to “promote better exchange and access
to different types of health data” [63]. Despite this, a central
European regulatory harmonisation for DHT application in
healthcare is still in its infancy, with individual countries, such
as Germany, already making progress.
Within Germany, the use of DHTs (specifically, digital
health applications) is part of the 2019 Digital Healthcare
Act (Digitale-Versorgung-Gesetz, DVG). This act introduced
the “app on prescription”, which entails that all individuals
on the German statutory health insurance have access to
digital health applications (DiGa) [64]. The DiGa directory
provides a list of all digital health applications that are
reimbursable. Any DiGa application is subject to a “FastTrack” process in which the German regulatory authority
(BfArM) has 3-months to assess the application in terms
of its positive healthcare effect,2 security, functionality,
quality, data protection and usability [64]. To enter the
Fast-Track pathway, a digital health application should
meet certain provisions, including being classified as lowrisk device (class I or IIa under MDR) that is used primarily
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by the patient to support collection of either patientreported outcome measures (PROMs) or patient-reported
experience measures (PREMs) [60].
The Fast-Track pathway supports generation of clinical
evidence to support DHT approval by other approaches
(e.g., collection of RWE). For example, the reSET from
Pear Therapeutics was granted marketing clearance
with use of RWE (collected from observational studies)
on the device’s performance and usability [60]. However
regulatory uncertainty precludes manufacturers from
using this approach, with RCTs still considered the “safest”
approach for regulatory approval [60]. Nonetheless,
experience from Germany’s Fast-Track program suggests
that further study and ongoing discussions should
focus on reaching a consensus for best practices in the
following areas: missing data, study endpoints, selection
of a comparator group, multimodal interventions,
hypothesis testing standardisation, equity in the included
population(s), generalisability, confounders and Fit for
purpose use of RWE [60].
In the UK, the NICE Evidence standards framework
for DHTs describes the type and level of evidence needed
to show the value that a DHT brings to the UK health
and social care system [65]. The standard of evidence
required is based upon the tier of the DHT (Tier A: system
impact; Tier B: Understanding and communicating; Tier C:
Interventions), which specifies the function and level of
risk. Each tier requires different types of evidence, with both
minimum evidence standards and best practice standards
presented [65]. This framework thus ensures that all DHTs
used with the UK system are sufficiently supported by
appropriate evidence. Figure 7 provides an overview of the
current implementation of DHTs by country.

3.3.2. Privacy regulations
An important consideration for use of DHTs in healthcare
applications is the protection of sensitive, patient
information. To this end, regulatory frameworks and acts
have been developed to ensure (health) data protection.
In Europe, the General Data Protection Regulation (GDPR)
[68] was introduced to ensure that everyone has a right
to privacy and security of personal data. It applies to
anyone that processes personal data from EU citizens/
residents, no matter whether the person processing it
is in the EU or not. According to the GDPR, there are 7
main protection and accountability principles that must
be followed if processing data: Lawfulness, fairness and
transparency, Purpose limitation, Data minimization,
Accuracy, Storage limitation, Integrity and confidentiality,
and Accountability. In addition, there are principles with
regard to data security, data protection, when you are
allowed to process data, consent, and privacy rights [68,
69]. According to the EU GDPR, healthcare data falls under
the category of ‘sensitive data’, which requires extensive
additional technical and contractual safeguards between
data processors and data controllers. Failure to conform
to the GDPR can result in large fines.

Lewis et al. International Journal of Digital Health DOI: 10.29337/ijdh.49

13

Figure 7 Overview of DHT implementation by country. * See Lovell [66]. ** See Kanta [67].

In the US, the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) resulted in the
creation of standards to protect the disclosure of
sensitive patient health information without prior
consent/knowledge of the patient [70, 71]. The privacy
rule aims to protect patient’s health data by limiting
the circumstances in which a patient’s data can be
disclosed, whilst also allowing for the data to be used
to inform and promote high quality health care and
protect public well-being [70, 71]. It is applicable to
healthcare providers, health plans, healthcare clearing
houses, and business associates [70, 71]. The security
rule is only appliable to “electronic protected health
information”, which covers all health information that
is created, received, maintained, or transmitted in
electronic form [70, 72]. The security rule ensures that
the confidentiality, integrity, and availability of electronic
health information is protected [72].
Clearly it is of utmost importance to ensure sensitive,
patient data is protected and secure. However, it is also
important to obtain a balance between the protection

and privacy of sensitive data and enabling the use of
sensitive data to help improve understanding and provide
better healthcare for patients [71, 73]. Methods such as
pseudonymization, defined in the GDPR as “The processing
of personal data in such a way that the data can no longer
be attributed to a specific data subject without the use of
additional information”, are methods that can be used to
help ensure privacy of sensitive data [73].

3.4. IMPLICATION OF DHT WITHIN
REGULATORY DECISION-MAKING PROCESSES
As previously outlined, clinical research designs are
evolving to incorporate the use of DHTs (Table 1), which in
turn is enhancing the way data is collected, analysed and
shared, from the use of remote data collection in realworld settings, to the generation of novel and patientcentred endpoints (as discussed in Section 3.1).
The recent regulations and guidance focusing on RWE
collection via DHTs (see section 3.3) paves the way for
the wider implementation of DHTs in clinical research,
and subsequently, within regulatory decision-making
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processes. For example, RWE is of particular value for
reimbursement decisions in Asia, due to a low number of
clinical trials being conducted as a result of the financial,
ethical and operational barriers, amongst others [74].
This means that the Asian population may be underrepresented in clinical trials, resulting in potential
differences between populations (e.g., Caucasians
and Asians) being overlooked, such as biological
(e.g., genetics) and societal differences (e.g. practice
guidelines) [74]. RWE collected via DHTs could help
inform reimbursement decisions where clinical trial data
is lacking, and moreover, provide data on the long-term
safety and performance which cannot be addressed in
the limited duration of a clinical trial. [74] Indeed, a survey
by Lou et al (2020) established that Health Technology
Assessment (HTA) agencies in Asia already accept RWE
to inform reimbursement, both as standalone evidence
or supplementary [74], thus the groundwork for DHTs to
aid with this is already laid.
More generally, RWE can provide data in situations
where it may not be ethical or practical to conduct a
clinical trial or investigation, such as for rare or lifethreatening diseases, or for situations where recruitment
or financial costs prevent the ability to run a clinical
trial [75]. Moreover, RWE can provide information for
HTA beyond that which clinical trials or investigations

14

can provide. The strict and controlled environment in
which clinical trials are conducted means that data
obtained likely does not reflect the real-world use of the
device. RWE, in theory, is thus more applicable to HTA
agencies for reimbursement decisions, but in practice,
is limited in use by potential bias introduced with the
lack of experimental controls [76]. However, the recent
guidelines on RWE and the use of DHTs may help to
reduce potential bias in RWE collection, translating the
use of RWE from theory to practice.

4. CONCLUSION
The need for sufficient clinical evidence (particularly
RWE) to support the performance and safety of a
medical device is at the forefront of medical device
regulation. Recent guidelines and regulations on the
collection of RWE for use in regulatory decision-making
processes, alongside advances in DHT for clinical data
collection, opens the door for the wider implementation
of DHTs in clinical research, which in turn will aid with
the often challenging process of collecting clinical data
(See Figure 8 for an overview of the key elements of
this review). Although challenges and concerns remain
regarding the use of DHT, it presents a promising

Figure 8 Challenges and solutions towards the collection of clinical data.
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opportunity for providing meaningful and patientcentred data to aid with regulatory decisions and to aid
with the process of obtaining sufficient clinical evidence.
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